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4. SUAUDUNANANBALIANIZLALYBVIUANTTATINIY
fuiumsdamasiausireuiomesdmiunawnuszuuiaeiislimouasssuusnwmniung
Uanaduasauwa Usenoume
4.1 gunsailasiuaiodny (Firewall) $9udu 1 ym fnndnunvagneedil
4.1.1 Lf]uQUﬂ’mi (Hardware Appkiance)ﬁaammmmﬁlaﬁ’mﬂ’lﬁ Next Generation
Firewall lnglawg ‘
4.1.2 3 Firewall Throughput lsitfesnin 50 Gbps ;
413 faaundoudainiatis (Network Interface) Wuu Gigabit Ethernet (RJ-45) w3
10/100/1000 Base-T w3aan11 dmnusihitesnin 16 vaq
414 fdeudeudaiaiatin (Network Interface) Wy 10 Gigabit Ethernet thuu SFP+
wining1 Innusuliiesndy 8 a1 wiaalmauuy 10GBase-SR viadinin hitios
A 6 g
4.15 spssumsiiiausaniaun fu (concurrent session W39 cancurrent connection)
Ialsitfosnda 15,000,000 sessions/connections warsassumsidsusielus (new
session per second M3 8 new connection per second) bl aenta 400,000
sessions/connections per second

4.1.6 9935u IPSec VPN throughput q&e\tmwﬁaﬂﬂ’i? 20 Gbps
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4.2

4.1.10

4.1.11

41.12
4.1.13

a.1.14

4.1.15

14.1.16

a4.1.17

4.1.18

4.1.19
4.1.20

4.1.21

4.1.22

4.1.23

annsadhsaiensdedoyadieitnig veN IneilliiBnsdhstauu 30ES/AFS
IPSec VPN wag SSL VPN tieanuasadelumsinsoinsseslnald
gunsoieura SSL VPN 91nua3ae Client lifornin 1,200 users wiosiavans
Tunsléan Tnesesfunisviauweanies Clent ildssuuuftams Windows,
MacOS, Linux, i0S way Android wWuatnaias
ansoasvdoukardetunisyngngukuung agiioy il Syn Flood, UDP
Flood, ICMP Flood, IP Address Spoofing, Port Scan, DoS or DDoS, Teardrop
Attack, Land Attack, IP Fragment, ICMP Fragment @

amﬁu NIN1SAIUUA P Address way Service Port WUy Network Address
Translation (NAT) wag Port Address Translation (PAT) I

aransovi1uluz unuuYes Network Address Translation (NAT) w38 Routed
Firewall Wag Transparent Firewall Iniuseion

@n1nsnvh Routing WUU Static Routing wag Dynamic Routing %tin RIP uas OSPF 6l
@N30@a513 Firewall Policies wasnuszing IP Address, User, NAT, Security Profite
meld Firewall Policies Tutaiieniula "
annsovianiludnung Vitual Domain %30 Vitual Firewall ¥3e Virtual System 16
a8ty 10 Virtual Domains/Firewalls/Systems

5935Un159n91980Uk 1Y (User Authentication) ffugrutayaditangludngunsed,
il Ty RADIUS, {19y LDAP was SSO (Single Sign On) U Windows Active
Directory wag RADIUS lailluadation

ANNIUIMITIANTRUNIREINRATEIN HTTPS vi3e SSH Iailuathates
39493UN13 Sync Time fussuu NTP Server e

Funsaifunavdesisasid sauaznsiadsunisldanu (Logging/Monitoring)
Tuguuuu Syslog 1at

A3 UALINTFIN IPV6 1A

FBI5UNTSYINLLUL High availability Tawuy Active-Standby Wag Active-Active
139 Clustering

11 Power Supply Wuu Redundant Tngienuuu Hot Plug w38 Hot Swap 9
Liidannia 2 wuae

qﬂnﬂdﬁ'muaﬁsuﬂ uwa‘“mﬁmﬁﬁﬁ'aaﬂu Leaders Quadrant 494 Gartger Magic
Quadrant for Network Firewalls U 2022 wSelaan

mmsné‘mﬁb{a’iuﬁj Rack 1nasg1u 19 i 16

gunsaidasiunarasaadunisynin (IPS) wiansvuuningunsnidmiuuinisdanis
S 1 e diamdnunsagaiaenail

4.2.1

o ; ¢ o o b 4 e
nJuqunmi (Hardware Appliance) waammtuwmaﬂaanumsu‘ﬂ’gnmamm'la
(Intrusion Prevention System) lagtante wagly il udnumug Unified Threat
Management (UTM) /'/
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422 awnsavinandlaluluug Passive wag In-line %3957
4.2.3 mmsﬂmsws‘fu%%‘msqn‘;mLaMaarﬁ"um%‘dw815@61\11}’@&@745 Signature
matching, Protocol/Packet Anomalies, Statistical anomalies R Application
anomalies, Overflow, Worm, Virus, Backdoor Program, Trojan Horse, Port
Scanning, Spyware, Packet Analysis, DoS, DDoS
4.2.4  aansamauldeginies 5 Segments Tu IPS mode
4.25 eudousarietis 10Gigabit Ethernet wuv 10GBase-SR vi3aind1 litfeondn 4
Y09 uarfidandousaindaursuuy 10/100/1000 Base-T w38 Gigabit Fthernet
(RJ-45) w3adnin lidesnin 8 g0q
4.2.6 i]?j'mL%amiam‘%a’tiwﬁw%uu%mﬁﬁ’mmsqUnmhm‘u 10/100/1000 Base-T %30
andn ldweenn 1 ges
4.2.7  famuiituniansiadu (Throughput) bitieanin 5 Gbps
428 $995U Concurrent Session ®5 @ Concurrent Connection 1o lad'aensn
12,000,000 sessions/connections !,Las'iaﬁuﬂﬁﬁamu%i‘gﬂmﬂﬁam’h 400,000
sessions/connections AU
429 4l sgunsaliindaansunsovinula otsiaiios Bypass Traffic) Tnevasdtyan
In-Line Mode anunsaiudadeyalaniuun
4.2.10 s893UM3¥h SSL Inspection wa SSL Decryption s duazunen lpesaesu
Throughput & w3y SSL Traffic (2k key) gegavinliiviosndn 3.5 Gbps
42.11 awnsoviwiley 1P wanuasulugdaadi Blacklist Idhamues
4.2.12 @nionsRduisanay (Threat intelligence) lnoasnindndigiutayauuy
sovladwiunisniadu wisdeudedussiuaandienninangudasyan
Andslugunsaidmdumansiedunuuesulay wadassesdunismsrsduuuusing
a1l Botnet, Command & Control (C&C), Web reputation u3s Malicious URL
LAy IP reputation Wuaghados Tnseunsawauegunssiiuduialiannsavils
4.2.13 @nIauimsiansgunialiiuennsgie HTTPS wie SSH lelupdraie
4.2.16 gransaidunazdasneazid aauazaI19@un151947u (Logging/Monitoring)
Tuguuuy Syslog Lot
4.2.15 awnsaldaunuunsgi 1Pve 1o
4.2.16 3 Power Supply LUy Redundant laeyitsuuwuy Hot Plug %38 Hot Swap 971174
Litasnin 2 wie
6.2.17 iissuunisgunseidmiuuinsianms S | 9a Tnudnuaratataeddl
1) Wuszuu (Soft Appliance %38 Virtual Appliance) *A%Q%J“\Jﬂ‘i{\; (Hardware
Appliance) fianunsaudmsdamsgunaailiosfusasaradumsydiniaue
Tnwvgapabiiluguniaifeniuiuguniailloatuwasesisdumsynsn
2)  awnsaudmistanisgunseilastuuasanadunisynsninaue 1dun Jamin
gunsel, nlufusesgunsniviaganiurrasgunsal, Swnsagunsd uazay
gunsal leiuagaiae
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4.3

4.2.18

3)  @WNIAAINUARINITIA BUNNAS LA wasinuaA st uiinnsii e
(Alarm Log Type) wagmnmiguusa (Severy) Ididuathaies

) see5unisid1voyareslniainsyuu Vulnerability Assessment w3s
Vulnerability Management iavihulauisanadasnsiuls

5 awsaiiuteyadaundalalitosndy 100 &numemsnd

6) 5895uUn1s Sync Time fusguu NTP Server 16t

annsnfndalug Rack smsgi 19 i 1 J

sruuineinnuiuasasafedmiunisldauduneiidin (Web Security) $1uau 1 4n
linuinwugetanipyail

431

4.3.2

433

4.3.4

4.3.5

4.3.6

4.3.7

4.3.8

439

4,310

43.11

4312

4313

4314

\Juszuu Web Security WU Hardware Appliance #ifin1seanuuuiewizdmiy
il Web Proxy ﬁaﬁuaguiﬂﬂmaamaﬁammw HYTR/BTTPS; FIR, FIP
over HTTP wag SOCK

fmhgUszanananany (CPU) wuu 12 wnuman (12-core) W3aAni
finurgaudman (Memory) livioendn 32 GB Luu DOR4 %3afing
fiwuiudoya (Hard Disk) wiln SAS wiefind sunaliifasndy 600 GB T1u
Litlagndn 4 iy wagsassumsvinauluy RAD 1 w58 RAID 10 14
floadourassuuaTatne (Network Inteface) Wuu Gigabit Ethernet (RJ-45)
%39 10/100/1000 #596n11 S1nulitiasnin 6 494 .

31 Power supply Wit Redundant Tagvinaruiuy Hot Plug 38 Hot Swap 919
laitiosnin 2 wdae
fiduamsgnaowmmungmnedssesiudldnuimannelussdnssiuaulivesndy
1,200 User Licenses ‘
spa3unsyinaadiu web Proxy Bdldaulet Pva uas 1Pve
sesfumsvhauseldififiuetaton

1) Forward Mode %39 Explicit Mode

2) Transparent Mode laglgausauiu L4 Switch 5o WCCP Device
flsyuunisdauuangy Web sites 10w Category #1199 lasanunsaidayasin
gudeya URL 44570570910 Web site ¥ialan wasdinTsiveyawuu Dynamic
Content Analysis %alsinnis Category wsiubndaiulg

fiszuunnsdaudangy Web sites m1u Category #nae)
fisvtunsavasuauL LT afiaves Web Site i§a Web Reputation Liiansivaay
Malicious Website uaz Phishing Website el

5995UN5A3I1988Y Malware Tuguiuued Streaming Scanning Ingldau 3rd
party Malware Scanning Engine 219U 2 szuy wagansadenldanegnala
ggauile v3ema 2 ssuundons Mild

a1150 Update $8UURS19d0U Malware #8714 Internet |@anluaia
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4.3.15 @330991980UN15199U Web 2.0 Application 521035845U Micro application
Wielannsammuanslday Application WasiBenund sl wu asnsnden
fivun Block %38 Upload file dw¥u Web application el

4.3.16 fisgyunisds Report Wis1eTu/s18dUa /Mo suwuudalul@lugusuy POF
w3o CSV file lUSaquassuu uioupnaiiiAsitos Weliauassuulisusony
Msviaufiddny Wy seemnisldau Website ﬁqn Block $1641UN15RTIITU
Malwares wagssnumsldnuvesgldamnduiug

4317 annsoudnitoyansafiAvaauiun Transaction wageulutasnariiniusn
Usurun3ldarn Bandwidth 1ad sluda9a19 iauan vaslunisrevauea
(Response Tirne) 12 lutiaiafin1uu uazu3uunisldau Resource 4a4
punsefluvaidy ‘

43.18 annsoudnsiayanisaifivesuiimnisFenldan Website uas Website fign
block v5audaiou Tnsuvalu Category 191

4319 annsaudnsdoyansaifvesyldaudiiinaslion Bandwidth g1 wasdoyaves
Aliaufifinsasadulaiiidnuazsenisin Spyware wie Malware uazuan
USinumsisenldau Website Tnauwiailu Category et

4.3.20 @unsonsIeasuA ssresiameivealdaniniinisin Spyware w3o Malware
FaneenufnsainiaaustneUanevna (Botnet Detection)

4321 @181309845UNTS Authenticate f'u LDAP, Active Directory 1a#3a43u
Authentication wuu NTLMSSP, Kerberos 1a

4.3.22 5995UM3 Sync Time Auszuu NTP Server la

4.3.23 fisEuumads SNMP way Syslog W84 3rd Party Solution tinsasdunisvianunes
Logging and Monitoring System Ya43Ansla

4.3.24 mmsa%’ﬂﬁﬂuiﬂm&mﬂ*?j’mu‘uaargl‘ﬂﬂa’l‘ﬁ‘ﬂ'm‘;aﬁw{dﬁﬁlﬁ
D ngugldau
2)  Tuwazdiwian )

3)  mInsIvdaunslingu Web Site (Web Categories)
4)  m3teeiu Malware %39 #51980U Malware 199
5 mslgauees Web 2.0 Application waz Micro-application

4.3.25 anniaivua Bandwidth mMsl¥an Streaming Video vaagly 1wy Amuau3un
Bandwidth 284 YouTube 1{usu

4.3.26 awnsanmuauinaunisidnudussuy Quota dwsudldan Wusefuldidy
DYDY

4.3.27 A52UUMIUIMITNTIANITANITOIDITUMIMNTHIUNN Web Interface (HTTP
and.HTTPS) war Command Line Interface (Console, Secure Shell) laiua o

4.3.28 mmsm?\m&?ﬂuﬁ Rack 179557 19 i
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4.4

4.5

gunsalnszaedyanidimiudngluliiugunsal (PoE Switch) Sy 5 4o usavynil

ANy g aodsi]

4.4.1  snwagnisihaubidesnda Layer 3 983 OSI Model

4.4.2 e Switching Capacity %38 Switching Bandwidth liiveendn 128 Gbps wasil
Forwarding Rate %38 throughput laitioenin 95 Mpps

443 fivandeusiolndevas (Network Interface) wuu 10/100/1000 Base-T #3adinin
Fnulivesnin 24 ges wasannsadneiiddvuuy Power over Ethernet (PoE)
AULASEI IEEE 802.3af Win IEEE 802.3at Wsiugagnbiosndn 720W

444  fpadoudawndetny (Network Interface) wuu 10 Gigabit Etheret wuu SFP+ Litioy
A1 4 g0 wianlumauuy 10GBase LR viie 10GBase-SR imuulivfosndy 1 luga

445  idyaslviananuzreamainudeadoutessuueietnenndes

4.4.6  5993U MAC Addresses lalitiaenin 32,000 MAC Addresses

4.4.7 ﬂ’lﬁJ’]iQﬁN’lumﬂuu’miﬁﬂu IEEE 802.1D, IEEE 802.1w, IEEE 802.1s, IEEE 802.1p,
IEEE 802.1Q uay IEEE 802.3ad 9 v

4.4.8 @wn3nvi IP routing protocol loun Static Route, RIPv2, OSPF wa¥ Policy based
Routing Ieidustation '

449 d@unsodaiuteyaaiifinisldnuniedienumnnigm Netflow 3o sFlow wie
iFlow 1a

4.4.10 awnsadrluuiniswazdanisgunaainae (L, Telnet, SSH, Web Ul w38 Web
Browser, NTP, Layer 2 Traceroute waz SNMPy3 1gi

6.4.11 5995UMs Sync Time Auszuu NTP Server 1d

4.4.12 annsnddeya Log File lujuuuy Syslog liliusthavios

4.4.13 @unsavhanu Automation $aufusaviduSfuyafmANUY NETCONF via YANG
wag Python laliuatinatia

4.0.14 @nsaluRINLIeIEIU IPV6 e

4.4.15 31 Power Supply Wuu Redundant Ingvinanuuuu Hot Plug w3 Hot Swap 97474
Litiandn 2 wie

4.4.16 @mnsoRniiug Rack 1asgu 19 i 16

gunsainszaredyginiaung 48 Fos dmiu aam. 1-12 S1uau 12 ¥a udazyshl

I IR RN S

451  faneensynaulitonnin Layer 2 189 OSI Model

452 1 Switching Capacity ¥3 8 Switching Bandwidth lut/auna1 100 Gbps wazil
Forwarding rate W38 Throughput Litiasnin 75 Mpps

453 ildendeunoszuuiniatng (Network Interface) wuu 10/100/1000 Base-T 938
finn Snnulivesnia 48 1aa

454 Tmaadeuneszuulainde (Network Interface) wuu Gigabit SFP wiafind1 910U
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4.6

4.55
456
4.5.7
458

4.59

4.5.10

4.5.11
4.5.12

ﬁé’symwm“l.w'uamamu%aamsﬁwemm‘aav‘i’iam’aswum‘%aﬂ%avyv&m
5095V Mac Address lalitiaenin 16,000 Mac Addresses
a1115091 VLAN lalsiviaanda 1000 VILANSs
mmsmﬁ'mumummgm IEEE 802.1D, IEEE 802.1s, IEEE 802.1w, IEEE 802.1p,
IEEE 802.10 wa IEEE 802.3ad ITusgaviay

a13u135091 IP routing protocol L'’ Static Route, RIPv2 wag Policy based
Routing Wuaentioy

a3150%11 Access Control List (ACL), Port Security, DHCP Protection #58 DHCP
Snooping wag Dynamic ARP Protection $#38 Dynamic ARP Inspection W38 ARP
protection A

ansaudmsdansgunsairumalusungy Web Browser 1o

aunsofanilug Rack iasgiu 19 i 16

aﬂnimﬂwﬂmuuuLﬂﬁamﬂl‘sa’m (Wireless Controller) 31121 1 40 uﬂmanwmv
'Jmsuaaﬂeu

461

4.6.2

4.6.3

4.6.4

4.6.5

4.6.6

a.6.7

4.6.8

4.6.9

4.6.10

46,11
4.6.12

\ugunsal (Hardware Appliance) w3suuu Server-based Fioanuuuindmiuld

auaugUnsal Wireless Access Point tnatan Tnsllygunsaniuuy UTM w9
qﬂﬂigﬁ Firewall ¢
fidaadouson3atiowuy 10 Gigabit Ethernet wuu SFP+ agnatias 4 vaa winy
lugauuu 10GBase-SR I1uubitiesni 2 Tuga |

ANI0AILAN Access Point Tilsitoandn 200 ta3as uazsesiumsseeldim
laifasndn 500 wiadlusuianiaglidoaiia hardware 1aq (Wu RAM %38 CPU)
anunsavnauled ausinsgIu IEEE 802.11a, IEEE 802.11b, IEEE 802.11g, IEEE
802.11d, WMM/802.11e, IEEE 802.11h, IEEE 802.11n, IEEE 802.11k, IEEE 802.11r,
{EEE 802.11u, IEEE 802.11w, IEEE 802.11ac wag IEEE 802.11ax

fimuanunsnyin VLAN Iasmsnmsgng IEEE 802.1Q VLAN tagging
flannu@nnsavia AVC (Application Visibility and Control) tisaruauntstdany
983 Client 1ot

anunsand susadu Access Point 18913 Control and Provisioning of Wireless
Access Points Protocol (CAPWAP) smuguiiuy DTLS

HITULSNYIAMULADAA BANUNINTFIU Wired Equivalent Privacy (WEP), Wi-Fi
Protected Access (WPA), Wi-Fi Protected Access 2 (WPA2), Wi-Fi Protected
Access 3 (WPA3) way HMAC: Keyed Hashing for Message Authentacatwon
asNsMInTIvEsLE i uANINAIEIY IEEE 802.1x 10

an3nvin Access Control List (ACL) 180

AansnUIMIIANTUNIaRing HTTP, HTTPS, Telnet wag SSH 1ot

spa5unTas Log Tuda Syslog Server 191
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4.7

4.6.13

4.6.14

4.6.15

i Power Supply Wuv Redundant aeyinguuuu Hot Plug w3 Hot Swap 3143

Livdesnan 2 wine

Hszuudwsuuimsdanis Imaﬁamé’nwmzamﬁaaﬁ’aé

1) ussuu Soft Appliance w3 a Virtual Appliance # @11130U5 158013
gunsalmuANszuuIAIaulians (Wireless Controller) wazgunsningeany
deyeyanaiovielians (Wireless Access Point) Pauald b

2) i Dashboard dwiunsiaeeu (Monitor) Network Health Imilusenatias

3)  aunsnudnd Network Topology e Wireless Map 5]

4)  5833U SNMP v2c uaz v3 1ot

annsafiandlug Rack wnasg 19 ild

gunIninssatedyyianiedneliae (Wireless Access Point) 311U 180 4 usiay
yrilaudnumugosniaesil

4.7.1

4.7.2

4.7.3

474

ai.5

4.7.6
a7
4.7.8
479
4.7.10

4711

4.7.12

4.7.13
a.7.14

Wndanisuiludnngsg

Wugunsel Access Point fiansavinusamiugunsalmuaiszuuiaiedielias
(Wireless Controller) fiaualuda 4.6 1#

mmm%’uﬁﬁayjaﬁ'Ehuﬂ’a’mf{ 2.4 GHz way 5 GHz lanwsaniy waraasdunsn
Fenldgaadynaildiauuy 20 MHz way 40 MHz dwutuamud 2.4 GHz uay
20, 40, 80, 160 MHz dwiutuAmg 5 GHz

gunsnisaaiianonimuuunisly dwiuaiud 2.4 GHz i Gain hivesnin 3 dsi
wasA 5 GHz 1 Gain laidlounin 4 dBi

mmiﬂﬁwmmummgm IEEE 802.11a/b/g, IEEE 802.11n, IEEE 802.11ac way
IEEE 802.11ax 1 ’
aansasudygauntbivesnin 4 desdyyiu wevdsdyguvisenbivesnin
4 edtyeyIed (@xd MIMO) wazanuIoMIuIUY Multiuser MIMO (MU-MIMO) 1o
Wustratioy

@907 Maximal ratio combining (MRC) 1a

@130y Uplink/downlink OFDMA, TWT, BSS coloring Ieiluatnaiae
#u150v1 Dynamic Frequency Selection (DFS) 1ot

@wnsavia Cyclic shift diversity (CSD) 1

MPEME m‘t‘f’vsﬁ’amammag’lu Wi-Fi Protected Access (WPA), Wi-Fi Protected
Access 2 (WPA2) waz Wi-Fi Protected Access 3 (WPA3) Iitiuseinavias
fivaadeusiaindoting (Network Interface) Wy 1/2.5 Multigieabit Ethernet (R)-45)
$nnuliviasndn 1 283 1371175058350 Power over Fthernet (Pof) IEEE 802.3af
W39 IEEE 802.3at

Hlvinanaanurnisinnuvelgunsal

AN IAUTISIANIRUNTAIHMLNRIE HTTP W30 HTTPS wia SSH Idiundnlay
La¥uns¥uses Wi-Fi Certification w3slasusmsgiu FCC wag UL Wluognlay
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4.8

4.9

gunsninglnlkiugunsninszanedmrandedneliae (Power Injector) S1udu 48 4n
winzyaiinmanyuzat oyl

4.8.1

4.8.2

annsoldausiutugunsainssaedyaaliang (Wireless Access Point) fitua
ludie 4.7 16

Power Injector 543uNasg U IEEE 802.3at v38ANI

gunsalmugunIsiddaueiedisnaufiunes (Network Access Control) 12w 1 4
finaudnurataioydiall

491

492

4.9.3

4.9.4

4.9.5

4.9.6

497

4938

499

4.9.10

4911

4.9.12

4.9.13
49,14

Wugunsnl (Hardware Appliance) w3auuu Server-based ﬁaanuwm’}ﬁ%ae%’u
msfgatimuazimunansnisldnuaiony
AN5aYi Authentication, Authorization uay Accounting ¥aafaieusaldeu
sEUUATO98 Aaunsgu RADIUS Taillustnalay
AMTONTIVABURINUAIY PAP, MS-CHAP v2 EAP-TLS, PEAP uay EAP-FAST 1ol
Wusthatiey
fidvdns nrsnsavaaugunsalilid g e aluszuuiaiedudis RADIUS,
Authentication, Authorization, Accounting, IEEE 802.1X, MAC Authentication
Bypass, Web authentication was Guest Portal ¥7u7uly Weeuni 1,200
Concurrent Devices Waz@141509818n015A7UA U (Upgrade) laf'a 10,000
Concurrent Devices lnglisnfiugaaasugunsol
anusafmuakasayg g ldeunieuen (Guest) Wwiltiniaie lneidnisinin
msihiminensmeludelivinmaanisBumedidaminy |
aanIamruakasauga g linumewen (Guest) iwrldiaiste laslimsdria
MmNt e ez U
auInUTuREInT Web pages dwiugldaumeuen siufannsauinmsdans
Toyavasrldamaisuan laluguuuunnag liun Guest Portal, Self-Redistration,
Sponsor Portal Idlluagnsilon
@1150%1 VLAN Assignment, Downloadable ACLs wag URL-Redirection $miiu
qunsniauANsEUUAaElsae (Wireless Controller) fiieualuds 4.6 1§
spsdumsieusiafugiutayavefldnuainmeusn (Exteral User Databases)
laun Microsoft Active Directory, Lightweight Directory Access Protocol (LDAP),
RADIUS, waiw Open Database Connectivity (ODBC) Wusghades
AT RTINLARTTA AR dhazus n1ITANTS (Configuration and Management)
s Web Browser 161
aasedvuadnivesdquagynishaistlunisdansiaduuuy role-base
access control e
5945UN3 Sync Time fusyuu NTP server L&
saasunTas Log luda Systoe Server 1gt :
awuqsm&mé&lmﬁ Rack wsgu 19 ild v{) /"@
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410 ety
4.10.1

4.10.2

4.10.3

4.10.4

4.10.5

4.10.6

4.10.7

4.10.8

nﬁ?aﬂﬁgqawé’ry;g%mﬂ‘%mhﬂ
dnovedosfionsmnednnonnistongludmivgunsainszaedanaaaioin

15818 (Wireless Access Point) $1uauliitiasnan 16 10 lavanodyyrous ol

Anidnuzo oL

D duaneveswsauudindes ¢ gans fnddusimsadia UTP CAT6 Wilenuen
\Duaila LSZH (Low Smoke Zero Halogen) tepnuvasastlunislda

2) dauanddduluniuuinsgiuaina laun ANSI/TIA-568.2-D, ISO/IEC
11801:2017 wax EN 50173-1 \Huaeiiay

3) seafunislyaru 10/100/1000Base-T, 2.56/5G Base-T, 10GBase-T, IEEE
802.3af (PoE) / IEEE 802.3at (PoF+) uag HDBaseT 2.0 Wuathaiay

a)  ffninduneuns (Solid Bare Copper)

5 1 Filler Slot ¥i1andas Flame Retardant Polyethylene (FRPE) Wayaanuuy
vlu Cross Filler usnanethdygamngaennaniu Wiotestunissuniu
sewingate lngarednidinderdnuansdanunaigiudain uazd
Ripcord aelsiidan Jacket wlataslinisvenmadeiu

6) wasnuaniduduviaindag Lead Free siunsiuiesnnuuasnianiy
1n3gu 1EC 60332-1, IEC 61034-2 way IEC 60754-2 Wusgatias

mafassaedynandumaludigunsaiig q desiimueniliiu 95 wes

(neldaodududomiliiinsdndoans)

nwﬁmﬁgﬁﬁmﬁ’m@ﬁmﬁeMumﬂuiﬁi:lnﬁ\ﬁfni@mmg-al,t.azﬁ'mmqﬁﬂﬁc‘-iﬂmsﬁmaﬁ'u 9

fsnduludunuuasunaimnean wu Patch Cord sy

msdumedyarunigluonns lunsdiiermsithmausiia T-Bar wiathiiu daq

wuanefosluiamdneila Flexible uasvihmsynwiaumuviowmdnaiin Flexible 1o

agutiodhimauas lnsviuwinviemdnaiia Flexible Vuufluwenu

maduasdygrnaslueinis lunsdifemslififwnauvisduansaniy
wanuanneurtviswrafuaeiasluswnmain (PVC Wire way) 3ias1adun?
w39519M8n (Steel Wire way) WA 9AINEIBINNT9E0 LA IUUMATEIA BAIY
wsauesanLiannsoldviemin (EMT Conduit) 16 wivialdsnalnsdwiiio

FNTNUUUAANTT 5

naiuansfasvisluiitusdedivh sxfasdl nsteatuansiugeganuy Water tight

HegUnsaiwagisnsivnsauiuvisudasia dwduunnvislildonaiuih wiey

dudn Stainless dwiudnunaliuiuiuinys

torevamadoniuviiatidnismnanlssnududn havhmsanldus wanile

doduvorsdaslinatinuardoiliivesafosvinlvdnlnaaumiswnasdy q

waasadluluszuuviedsuanela

anednynonsit Wire Marker msafufa 2 i Tnedeamnatasdidusuiumes

aumlutuvdasansii wazdosdari Label Fadaiay
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5. mMuuanadieuWag

e

melu 240 Yu dudeanfuasunaludyen

6. WANNMIIUAISRIITUIARIEONTBLEYD

6.1 Tumsfinsarmamstudaaueyssmasmasat sefiorndedulagld ndninusism
o W P v oW ¢ A, & v
6.2  nsRsgrusnsdudoausldudninueisailunisiarsavusmsd uiolaus

9£H9IUNIN T1AIUAEGR

7. 29dusuUsEanu/wiunlesudngss

22,875,500 U (8 Auansd unuUanauld ani uianui19asungu) 4 adusiansiy
MByaAninwarAldIensUnlimeuds

8.  4INIULATATITTIBEY

nnui 1 dndwiagay 20 vewarwmdayan lneguedesdany

wruNSANTIuI (Project Detailed Plan) sutis 11.1 |
dasungdaeilusianiste 4.1 gunseltfariuiaiouis (Firewall) ubgde 4.2
aunsnidastunasnstndunisynsn (IPS) wiaussuuvsagunsaidmivuims
A3

mulu 90 Tu tudavnJusnmihudyguavi@elisiliumansaiuianSeu oo
09U 2 Wndeferay 10 vewarm Ny Inekunessdiey

Fassagiuslusieniste 4.1 gunsalfemiunienie (Firewall) uavde 4.2
gunsaitaatunasnsradunisynin (IPS) wisnssuuviaaunssidmivuimg
o3 wasnagauliansavinalea

mety 120 Ty duiannTuannuludyauasg@eladitiummsniuianseuooud
Ui 3 1niwiesay 40 veaaraudyan lneguionssdey

f

dspuagiausilusansde 4.3 ssuudnwmmiuravasaisdmiunislta
duesiln (Web Security), 99 4.4 gunsainsyedygradmsuinelwlisy
gunsal (PoE Switch), 48 4.6 gunsaipunuszuLAT 09 elTae (Wireless
Controller), 19 4.7 aunsainseudyqunaievisliae (Wireless Access
Point) uasa 4.9 gUnsalAUALNMIIUIDNATETIEAILTNNES (Network Access
Control)

Aomaaediyananaiatne nsde 4.10 weudmanmadeu

§

el 180 Tu dudnaniuasnuludyguardsldmitiumsnresuianseuisuua

i 4 Wndedovar 20 vesarmmdyy Wnedueipdasy

fadansfualuseniste 4.3 ssuuinwamuiuaasadedmiunislda
Fumoiiin (Web Security), 98 4.4 gunsainszoredgysidrvivagvliiy
gunsnl (Pob Switch), T8 4.6 gunsaladvausyuuaIaveliany (Wireless
Controllen), 78 4.7 aunsalnsyansdyaunaiadingliae (Wireless Access

PR M
(usenansiing qnla) ﬁ\%m

Wndanisauiludiungns

v L EJ
PINUWIIIR

onr



Point) wagta 4.9 gunsalmuaunsiiaasedenonfinges (Network Access
Control) wisunageulvaunsoitaula

- dwsuagiuslusienisde 4.5 gunseinszgdyyinivune 48 das dmdu
amv. 1-12 wazde 4.8 gunsaldrelwlviugunininssnedygonnisdiulias
(Power Injector) |

- @mé‘iﬁqw%’aumﬁauqﬂnﬁmiuasswulﬁmmmﬁwm{é{mm‘a"aul*umm’imaw,az
Aodks artio 11 (11.2, 113, 11.4)

mely 210 Fu duaaniuanniludyguesdEeliiudunsnsss i sousaud

wnnuit 5 Wndedasay 10 vasamaudiyy) Imamammmuau

- Anaussmangasmsldnuwarnisguagunsellulasinise

- Twruasunansiineuss wisuried mivdguassuy

- swmuai‘ﬂwamsﬁnﬁumuuaxﬁmﬁ"'a wenan1sRaRs nsvaasugUnssiuaz
STUUNIVR
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9. dnsrAiu
Tunsaliigursldanunsadweuianlaniunafidwvunliludyyr Juiododuuonulide
AnAnsuduseiuludnniesay 0.10 (Audyamiisgue) vosyamudyn

10. MsimuRsEeIasulTEiuAINTIgAUNNTes

10.1 ﬁ‘UWEJG’fEN'%)U‘lj‘Suﬁuﬂ’]’m‘ﬁ’]iﬁUﬂW‘f@W’e}d’)ﬂﬂiﬂji,Lﬂui““UU‘.ﬁgW!umﬁﬁﬂ%ﬁﬂ’lﬂimﬂiﬁm‘jé
mnmumu’lu'ava gnalifoundt 1 Uludnenniufinuenssunisanasuian fﬁwsu
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